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Introduction {#Sec1}
============

Hyperproperties  \[[@CR5]\], which are mainly studied in the area of secure information flow control, are a generalization from trace properties to *sets* of trace properties. That is, they relate multiple execution traces with each other. Examples are noninterference  \[[@CR20]\], observational determinism  \[[@CR34]\], symmetry  \[[@CR16]\], or promptness  \[[@CR24]\], i.e., properties whose satisfaction cannot be determined by analyzing each execution trace in isolation.

A number of logics have been introduced to express hyperproperties (examples are  \[[@CR4], [@CR19], [@CR25]\]). They either add explicit trace quantification to a temporal logic or build on monadic first-order or second-order logics and add an equal-level predicate, which connects traces with each other. A comprehensive study comparing such hyperlogics has been initiated in  \[[@CR6]\].

The most prominent hyperlogic is HyperLTL  \[[@CR4]\], which extends classic linear-time temporal logic (LTL)  \[[@CR26]\] with trace variables and explicit trace quantification. HyperLTL has been successfully applied in (runtime) verification, (e.g.,  \[[@CR15], [@CR21], [@CR32]\]), specification analysis  \[[@CR11], [@CR14]\], synthesis  \[[@CR12], [@CR13]\], and program repair  \[[@CR1]\] of hyperproperties. As an example specification, the following HyperLTL formula expresses observational determinism by stating that for every pair of traces, if the observable inputs *I* are the same on both traces, then also the observable outputs *O* have to agreeThus, hyperlogics can not only specify functional correctness, but may also enforce the absence of information leaks or presence of information propagation. There is a great practical interest in information flow control, which makes synthesizing implementations that satisfy hyperproperties highly desirable. Recently  \[[@CR12]\], it was shown that the synthesis problem of HyperLTL, although undecidable in general, remains decidable for many fragments, such as the $\documentclass[12pt]{minimal}
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                \begin{document}$$\exists ^*\forall $$\end{document}$ fragment. Furthermore, a *bounded synthesis* procedure was developed, for which a prototype implementation based on BoSy \[[@CR7], [@CR9], [@CR12]\] showed promising results.

HyperLTL is, however, intrinsically limited in expressiveness. For example, promptness is not expressible in HyperLTL. Promptness is a property stating that there is a bound *b*, common for all traces, on the number of steps up to which an event *e* must have happened. Additionally, just like LTL, HyperLTL can express neither $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular nor epistemic properties  \[[@CR2], [@CR29]\]. Epistemic properties are statements about the transfer of knowledge between several components. An exemplary epistemic specification is described by the *dining cryptographers problem*  \[[@CR3]\]: three cryptographers sit at a table in a restaurant. Either one of the cryptographers or, alternatively, the NSA must pay for their meal. The question is whether there is a protocol where each cryptographer can find out whether the NSA or one of the cryptographers paid the bill, without revealing the identity of the paying cryptographer.

In this paper, we explore HyperQPTL  \[[@CR6], [@CR29]\], a hyperlogic that is more expressive than HyperLTL. Specifically, we study its expressiveness and reactive synthesis problem. HyperQPTL extends HyperLTL with quantification over sequences of new propositions. What makes the logic particularly expressive is the fact that the trace quantifiers and propositional quantifiers can be freely interleaved. With this mechanism, HyperQPTL can not only express all $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular properties over a sequences of n-tuples; it truly interweaves trace quantification and $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regularity. For example, promptness can be stated as the following HyperQPTL formula:The formula states that there exists a sequence $\documentclass[12pt]{minimal}
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                \begin{document}$$s \in (2^{\{ q \}})^\omega $$\end{document}$, such that event *e* holds on all traces before the first occurrence of *b* in *s*. In this paper, we argue that the type of promptness expressible in HyperQPTL is incomparable to the expressiveness of Prompt-LTL  \[[@CR24]\], a logic introduced to express promptness properties. It is further known that HyperQPTL also subsumes epistemic extensions of temporal logics such as $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {LTL}_\mathcal {K}$$\end{document}$   \[[@CR22]\], as well as the first-order hyperlogic FO\[$\documentclass[12pt]{minimal}
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                \begin{document}$$<, E$$\end{document}$\]  \[[@CR6], [@CR19], [@CR29]\]. Its expressiveness makes HyperQPTL particularly interesting. The model checking problem of HyperQPTL is, despite the logic being quite expressive, decidable  \[[@CR29]\]. We also explore an alternative definition of HyperQPTL that would result in an even more expressive logic. However, we show that the logic would have an undecidable model checking problem, which constitutes a major drawback in the context of computer-aided verification. Furthermore, satisfiability is decidable for large fragments of the logic  \[[@CR6]\]. Decidable HyperQPTL fragments can be described solely in terms of their *trace* quantifier prefix. This indicates that propositional quantification has no negative impact on the decidability, although it greatly increases the expressiveness. We establish that propositional quantification, in contrast to the satisfiability problem, has an impact on the realizability problem: it becomes undecidable when combining a propositional $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall \exists $$\end{document}$ quantifier alternation with a single universal trace quantifier. However, we show that the synthesis problem of large HyperQPTL fragments remains decidable, where one of these fragments contains promptness properties. We partially obtain these results by reducing the HyperQPTL realizability problem to the HyperLTL realizability problem. Based on this reduction, we extended the BoSy bounded synthesis tool to also synthesize systems respecting HyperQPTL specifications. We provide promising experimental results of our prototype implementation: using BoSy and HyperQPTL specifications, we were able to synthesize arbiters that respect promptness.Fig. 1.The realizability problem of HyperQPTL. Left and below of the solid line are the decidable fragments, right above the solid line the undecidable fragments.

This paper is structured as follows. In Sect. [2](#Sec2){ref-type="sec"}, we give necessary preliminaries. In Sect. [3](#Sec3){ref-type="sec"}, we define HyperQPTL. We discuss an alternative approach to define a logic expressing $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular hyperproperties, before pointing out that its model checking problem is undecidable. Subsequently, we give examples for the expressiveness of HyperQPTL, namely by characterizing the type of promptness properties HyperQPTL can express. Additionally, we recapitulate how HyperQPTL also subsumes epistemic properties. Section [4](#Sec5){ref-type="sec"} discusses the realizability problem of HyperQPTL. We describe HyperQPTL fragments in terms of their quantifier prefixes. To present our results, we use the following notation. We write $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _q$$\end{document}$ for a single universal trace and propositional quantifier, respectively. To denote a sequence of universal trace and propositional quantifiers, we write $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _\pi ^*$$\end{document}$ and $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _q^*$$\end{document}$. Furthermore, we use $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _{\pi /q}^*$$\end{document}$ for a sequence of mixed universal quantification. We use the analogous notation for existential quantifiers. Lastly, $\documentclass[12pt]{minimal}
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                \begin{document}$$Q_q^*$$\end{document}$ denote a sequence of mixed universal and existential trace and propositional quantifiers, respectively. As an example, the $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _\pi ^* Q_q^*$$\end{document}$ fragment denotes all formulas of the form $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall \pi _1 \mathpunct {.}\ldots \forall \pi _m \mathpunct {.}\exists /\forall q_1 \mathpunct {.}\ldots \exists /\forall q_n \mathpunct {.}\varphi $$\end{document}$, where $\documentclass[12pt]{minimal}
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                \begin{document}$$\varphi $$\end{document}$ is quantifier free. Figure [1](#Fig1){ref-type="fig"} summarizes our results. We establish that a major factor for the decidability of the realizability problem consists in the number of universal trace occurring in a formula. Realizability of HyperQPTL formulas without $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall \pi $$\end{document}$ quantifiers is decidable (Sect. [4.1](#Sec6){ref-type="sec"}). Formulas with a single $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall \pi $$\end{document}$ are decidable if they belong to the $\documentclass[12pt]{minimal}
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                \begin{document}$$\exists _{q/\pi }^*\forall _q^* \forall _{\pi } Q_q^*$$\end{document}$ fragment. This fragment also contains promptness. For more than one universal trace quantifier, we show that decidability can be guaranteed for a fragment that we call the linear $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _{\pi }^*Q_q^*$$\end{document}$ fragment. We also show that all the above fragments are tight, i.e., realizability of all other formulas is in general undecidable. Lastly, Sect. [5](#Sec9){ref-type="sec"} presents experiments for the prototype implementation of our bounded synthesis algorithm for HyperQPTL.

Preliminaries {#Sec2}
=============
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                \begin{document}$$\text {AP}$$\end{document}$ for a set of atomic propositions. A *trace* over $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {AP}$$\end{document}$ is an infinite sequence $\documentclass[12pt]{minimal}
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                \begin{document}$$i \in \mathbb {N}$$\end{document}$, we write *t*\[*i*\] for the *i*th element of *t* and $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {AP'}\subseteq \text {AP}$$\end{document}$, we write *t* = $\documentclass[12pt]{minimal}
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                \begin{document}$$a \in \text {AP'}$$\end{document}$, and respectively *T* = $\documentclass[12pt]{minimal}
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                \begin{document}$$_\text {AP'}T'$$\end{document}$ for two sets of traces *T* and $\documentclass[12pt]{minimal}
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                \begin{document}$$t_q \in (2^{\{q\}})^\omega $$\end{document}$, replaces the occurrences of *q* in *t* according to $\documentclass[12pt]{minimal}
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                \begin{document}$$_{\text {AP}\backslash \{ q \}} t$$\end{document}$. We also lift this notation to sets of traces and define $\documentclass[12pt]{minimal}
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                \begin{document}$$T[q \mapsto t_q] = \{ t[q \mapsto t_q] \mid t \in T \}$$\end{document}$.

QPTL  \[[@CR31]\] extends Linear Temporal Logic (LTL) with quantification over propositions. QPTL formulas $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {AP}$$\end{document}$ is a set of atomic propositions. For simplicity, we assume that variable names in formulas are cleared of double occurrences. The semantics of $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {AP}$$\end{document}$ is defined with respect to a trace $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-Regular Hyperproperties {#Sec3}
==================================================================================

Just like LTL, HyperLTL cannot express $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular languages  \[[@CR29]\]. LTL can be extended to QPTL by adding quantification over atomic propositions. In QPTL, $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular languages become expressible. We therefore study HyperQPTL \[[@CR6], [@CR29]\], the extension of HyperLTL with propositional quantification, to express $\documentclass[12pt]{minimal}
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                \begin{document}$$\text {AP}$$\end{document}$ of atomic propositions and a set $\documentclass[12pt]{minimal}
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                \begin{document}$$\mathcal {V}$$\end{document}$ of trace variables, the syntax of HyperQPTL is defined as followswhere $\documentclass[12pt]{minimal}
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                \begin{document}$$\pi \in \mathcal {V}$$\end{document}$. As for QPTL, we assume that formulas are cleared of double occurrences of variable names. We require that in well-defined HyperQPTL formulas, each $\documentclass[12pt]{minimal}
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                \begin{document}$$\pi $$\end{document}$ and each *q* is in the scope of a propositional quantifier binding *q*. Note that atomic propositions $\documentclass[12pt]{minimal}
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                \begin{document}$$\pi $$\end{document}$, whereas quantified propositional variables *q* are independent of the traces. The semantics of a well-defined HyperQPTL formula over $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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                \begin{document}$$\varPi , i \models _T \varphi $$\end{document}$ as follows:Note that the semantics of propositional quantification is defined in such a way that in the scope of a quantifier binding *q*, all traces agree on their *q*-sequence. We say that a set of traces *T* satisfies a HyperQPTL formula $\documentclass[12pt]{minimal}
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                \begin{document}$$\emptyset $$\end{document}$ is the empty trace assignment. QPTL formulas can be expressed in HyperQPTL using a single universal trace quantifier. Furthermore, HyperLTL  \[[@CR4]\] is the syntactic subset of HyperQPTL that does not contain propositional quantification.

While HyperQPTL can express a wide range of properties (see Sect. [3.1](#Sec4){ref-type="sec"}), its model checking problem is still decidable  \[[@CR29]\]. Furthermore, the syntactic fragments for which satisfiability is decidable can be expressed solely in terms of the occurring trace quantifiers: Just like for HyperLTL, satisfiability of a HyperQPTL formula is decidable if no $\documentclass[12pt]{minimal}
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The definition of HyperQPTL is straightforward, however, one could argue that it is not the only way to extend QPTL to a hyperlogic. The original idea of QPTL is to "color" the trace by introducing additional atomic propositions. The way HyperQPTL is defined, that idea is translated to sets of traces by coloring the traces uniformly. An alternative approach could be to color every trace individually by introducing a full atomic proposition for every propositional quantification. This resembles full second-order quantification and would therefore result in a considerably more expressive logic. In particular, we show that the model checking problem would become undecidable, which is, especially in the context of automatic verification, unfavorable. For the remainder of this section, we call the logic resulting from the alternative definition HyperQPTL^**+**^. The syntax of HyperQPTL^**+**^ is similar to the one of HyperQPTL, just without the rule *q* for the evaluation of the propositional variables. This accounts for the idea that the propositional quantification can freely reassign atomic propositions; thus, there is no need to distinguish between free atomic propositions and quantified atomic propositions:Semantically, only the rules for the quantification of the propositional quantifiers change:$$\documentclass[12pt]{minimal}
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Lemma 1 {#FPar1}
-------

The HyperQPTL^**+**^ model checking problem is undecidable.

Proof {#FPar2}
-----

Given a finite Kripke structure *K* and a HyperQPTL^**+**^ formula $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$, the model checking problem asks whether the trace set *T* produced by *K* satisfies $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$. The proof follows the undecidability proof for the model checking problem of S1S\[*E*\]  \[[@CR6]\], a logic which lifts S1S to the level of hyperlogics. We describe a reduction from the halting problem of 2-counter machines (which are Turing complete) to the HyperQPTL^**+**^ model checking problem. A 2-counter machine (2CM) consists of a finite set of serially numbered instructions that modify two counters. A configuration of a 2CM is a triple $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$(n, v_1, v_2) \in \mathbb {N}^3$$\end{document}$, where *n* determines the next instruction to be executed, and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$v_1$$\end{document}$ and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$v_2$$\end{document}$ assign the counter values. Each instruction can either increase or decrease one of the counters; or test either of the counters for zero and, depending on the outcome, jump to another instruction. Furthermore, we assume a special instruction $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$i_ halt $$\end{document}$, which indicates that the machine has reached a halting state. A 2CM halts from initial configuration $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_0$$\end{document}$ if there is a finite sequence $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_0, \ldots , s_n$$\end{document}$ of configurations such that $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_n$$\end{document}$ is a halting configuration and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_{i+1}$$\end{document}$ is a result of applying the instruction in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_i$$\end{document}$ to configuration $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$s_i$$\end{document}$. Let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {M}$$\end{document}$ be a 2CM. We describe *T* and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$ such that $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$T \models \varphi $$\end{document}$ iff $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {M}$$\end{document}$ halts. We choose $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
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                \begin{document}$$T_q$$\end{document}$ must be finite,contain a halting configuration and the initial configuration,be predecessor closed with respect to the encoded configurations it contains (except for the initial configuration).
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Since the model checking problem of HyperQPTL^**+**^ is undecidable, we focus on HyperQPTL to express $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular hyperproperties. In particular, we show that HyperQPTL can express a range of relevant properties that are neither expressible in HyperLTL, nor in QPTL.

The Expressiveness of HyperQPTL {#Sec4}
-------------------------------

HyperQPTL combines trace quantification with $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regularity. The interplay between the two features enables HyperQPTL to express a variety of properties. In Sect. [1](#Sec1){ref-type="sec"}, we showed how HyperQPTL can express a form of promptness. In this section, we further elaborate on the type of properties HyperQPTL can express. In particular, we compare it to Prompt-LTL, a logic that extends LTL with bounded eventualities. Furthermore, HyperQPTL is also able to express epistemic properties by emulating the knowledge operator known from $\documentclass[12pt]{minimal}
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A straightforward class of properties HyperQPTL can express are $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular properties over n-tuples of quantified traces. Formulas expressing this type of properties first have a trace quantifier prefix followed by a QPTL formula, i.e., they lie in the $\documentclass[12pt]{minimal}
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                \begin{document}$$Q_\pi ^* Q_q^*$$\end{document}$ fragment. This fragment of HyperQPTL corresponds to the extension of QPTL with *prenex* trace quantification. However, the true expressive power of HyperQPTL originates from the fact that we allow the trace quantifiers and propositional quantifiers to alternate.

*Promptness Properties.* Promptness properties are an example for HyperQPTL's interplay between trace quantification and propositional quantification. Promptness expresses that eventualities are fulfilled within a bounded number of steps. One way to express promptness properties is the logic Prompt-LTL, which extends LTL with the promptness operator . A system satisfies a Prompt-LTL formula $\documentclass[12pt]{minimal}
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                \begin{document}$$\psi $$\end{document}$ within *k* steps. HyperQPTL can express a different type of promptness properties. In Sect. [1](#Sec1){ref-type="sec"}, Formula [2](#Equ6){ref-type=""}, we showed how one can state in HyperQPTL that there is a bound, common for all traces, until which an eventuality has to be fulfilled. The idea is to quantify a new proposition *b*, such that the first position in which *b* is true serves as the bound. Compared to Prompt-LTL, HyperQPTL thus expresses a weaker form of promptness, while still being stronger than pure eventuality. This type of promptness only becomes meaningful when comparing several traces of the system: HyperQPTL can enforce that there is a common bound for all traces (the system cannot starve), but it does not make the bound explicit. The following example shows a more involved promptness property expressible in HyperQPTL.

### Example 1 {#FPar3}

HyperQPTL can express *bounded waiting for a grant*. It states that if the system requests access to a shared resource at point in time *t*, then it will be granted access within a bounded amount of time. The bound may depend on the point in time *t* where access to the resource was requested. However, it may not depend on the current trace. We express this property in HyperQPTL as follows, also adding that the system will not request access twice without being granted access in between. Formula [1](#Equ5){ref-type=""} states that no second request is posed before being given a grant. Formula [2](#Equ6){ref-type=""} expresses the bounded waiting property by universally quantifying a trace, then existentially quantifying a sequence of bounds *b*. Now, for every trace $\documentclass[12pt]{minimal}
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                \begin{document}$$\pi '$$\end{document}$ pose a request at the same point in time, both have to get access to the resource before *b* holds next. Therefore, for each point in time, there is a bound such that all traces posing a request at that point in time get access within a bounded number of steps. Note that this property differs from saying "all traces are eventually granted access", where the bound may also depend on the trace under consideration. In this scenario, each of the infinitely many traces could wait arbitrarily long for the grant. In particular, it could happen that with each trace the waiting time is longer than before.

The above example shows how the interplay of trace quantifiers and propositional quantifiers can be leveraged to express a new class of promptness properties. We finally note that compared to Prompt-LTL, HyperQPTL cannot express that all eventualities must be fulfilled within a fixed *k* number of steps.

### Corollary 1 {#FPar4}

The expressiveness of HyperQPTL and Prompt-LTL is incomparable.

*Epistemic Properties.* Another interesting class of properties that are not expressible in HyperLTL are epistemic properties. Epistemic properties describe the knowledge of agents that interact with each other in a system. Logics that express epistemic properties are often equipped with a so-called knowledge operator, e.g., $\documentclass[12pt]{minimal}
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                \begin{document}$$\varphi $$\end{document}$ holds on all traces that are indistinguishable for the agent.Fig. 2.The dining cryptographers problem with three cryptographers.

### Example 2 (Dining Cryptographers) {#FPar5}

The dining cryptographers problem  \[[@CR3]\] is an interesting example of how epistemic properties can characterize non-trivial protocols. The problem describes the following situation (see Fig. [2](#Fig2){ref-type="fig"}): three cryptographers $\documentclass[12pt]{minimal}
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### Theorem 1 {#FPar6}

**(** \[[@CR29]\] **).** HyperQPTL can emulate the knowledge operator.

### Proof {#FPar7}

We recap the proof from  \[[@CR29]\]: Let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi = Q_{\pi /q} \ldots Q_{\pi /q} \mathpunct {.}\varphi '$$\end{document}$ be a HyperQPTL formula, equipped with the knowledge operator as defined above. We assume that $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$ is given in negated normal form, i.e. each $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {K}_{A,\pi }$$\end{document}$ occurs either in positive position or in negated form. Let *u* and *t* be fresh propositions and let $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi '$$\end{document}$ be a fresh trace variable. Recursively, we replace each knowledge operator $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {K}_{A,\pi }$$\end{document}$ occurring in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$ in positive position with the following formulaand each $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\mathcal {K}_{A,\pi }$$\end{document}$ occurring negatively with the following formulawhere we use $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi '[{\mathcal {K}_{A,\pi }} \psi \mapsto u]$$\end{document}$ to denote that in $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi '$$\end{document}$, *a single* occurrence of the knowledge operator is replaced by *u*, and $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\psi [\pi \mapsto \pi ']$$\end{document}$ to denote the formula where $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi $$\end{document}$ is replaced by $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi '$$\end{document}$. The existentially quantified proposition *u* indicates the points in time where the knowledge operator is supposed to hold/not hold. The universally quantified proposition *r* is assumed to change once from *r* to $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\lnot r$$\end{document}$ and thereby point at one of the points in time picked by *u*. It is then used to compare the prefix of the old trace $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi $$\end{document}$ and an alternative trace quantified by the trace variable $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\pi '$$\end{document}$.    $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\square $$\end{document}$

HyperQPTL Realizability {#Sec5}
=======================
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With the definition of a strategy at hand, we can define the realizability problem of HyperQPTL formally.

Definition 1 {#FPar8}
------------

**(HyperQPTL Realizability).** A HyperQPTL formula $\documentclass[12pt]{minimal}
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For technical reasons, we assume (without loss of generality) that quantified atomic propositions are classified as outputs, not inputs. This complies with the intuition that propositional quantifiers should be a means for additional expressiveness; they should not overwrite the inputs received from the environment. The definition of realizability of QPTL and HyperLTL specifications is inherited from the definition for HyperQPTL.

Compared to the standard realizability problem, the distributed realizability problem is defined over an architecture, containing a number of processes interacting with each other. The goal is to find a strategy for each of the processes. In the following proofs, we will make use of the distributed realizability problem of QPTL, which we therefore also define formally.
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Definition 2 {#FPar9}
------------

**(Distributed QPTL Realizability**  \[[@CR17]\]**).** A QPTL formula $\documentclass[12pt]{minimal}
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The distributed realizability problem for QPTL is (inherited from LTL) in general undecidable  \[[@CR27]\]. However, we will use the result that the problem remains decidable for architectures without *information forks* \[[@CR17]\]. The notion of information forks captures the flow of data in the system. Intuitively, an architecture contains an information fork if the processes cannot be ordered linearly according to their informedness. Formally, an information fork in an architecture $\documentclass[12pt]{minimal}
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Example 3 {#FPar10}
---------

Two example architectures are depicted in Fig. [4](#Fig4){ref-type="fig"} \[[@CR12]\]. The processes in Fig. [4](#Fig4){ref-type="fig"}a receive distinct inputs and thus neither process is more informed than the other. The architecture therefore contains an information fork with $\documentclass[12pt]{minimal}
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Fig. 4.Distributed architectures

In the following sections, we identify tight syntactic fragments of HyperQPTL for which the standard realizability problem is decidable. We give decidability proofs and show that formulas outside the decidable fragments are in general undecidable. An important aspect for decidability is the number of universal trace quantifiers that appear in the formula. We thus present our findings in three categories, depending on the number of universal trace quantifiers a formula has.

No Universal Trace Quantifier {#Sec6}
-----------------------------
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Single Universal Trace Quantifier {#Sec7}
---------------------------------

In this fragment, we allow exactly one universal trace quantifier. It is particularly interesting as it contains many promptness properties. For example, the following promptness formulation mentioned in the introduction lies within the fragment:
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### Lemma 3 {#FPar16}
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### Proof {#FPar17}
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Now, we have everything we need to prove Theorem [3](#FPar13){ref-type="sec"}.

### Proof (of Theorem 3) {#FPar18}
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Lemma [3](#FPar16){ref-type="sec"} allows us to decide realizability of a HyperQPTL formula by replacing propositional quantifiers with trace quantifiers. Thus, we can reduce HyperQPTL realizability to HyperLTL realizability, a fact that we use in Sect. [5](#Sec9){ref-type="sec"} to describe a bounded synthesis algorithm for HyperQPTL.

### Corollary 2 {#FPar19}

The realizability problem of HyperQPTL can be soundly reduced to the realizability problem of HyperLTL.
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### Theorem 4 {#FPar20}
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Multiple Universal Trace Quantifiers {#Sec8}
------------------------------------

When considering multiple universal trace quantifiers $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall ^*_\pi $$\end{document}$, the problem becomes undecidable. This is because in HyperLTL, one can encode distributed architectures -- for which the problem is undecidable -- directly into the formula without using any propositional quantification  \[[@CR12]\].

### Corollary 3 {#FPar22}
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However, we show that the realizability problem for formulas with more than one universal trace quantifier is decidable if we restrict ourselves to formulas in the so-called *linear fragment*, i.e., that does not allow an encoding of a distributed architecture. We define the linear fragment of HyperQPTL, where the definitions are adopted from  \[[@CR12]\].
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### Lemma 4 {#FPar23}

Either $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi \equiv collapse (\varphi )$$\end{document}$ or $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\varphi $$\end{document}$ has no equivalent $\documentclass[12pt]{minimal}
                \usepackage{amsmath}
                \usepackage{wasysym} 
                \usepackage{amsfonts} 
                \usepackage{amssymb} 
                \usepackage{amsbsy}
                \usepackage{mathrsfs}
                \usepackage{upgreek}
                \setlength{\oddsidemargin}{-69pt}
                \begin{document}$$\forall _\pi ^1 \mathpunct {.}Q_q^*$$\end{document}$ formula.

### Proof {#FPar24}

The collapse function solely works on the trace quantification mechanism of the HyperQPTL formula, by reducing them to a single universal quantification. The theorem has been proven for $\documentclass[12pt]{minimal}
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Now we can formally define the linear $\documentclass[12pt]{minimal}
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                \begin{document}$$\forall _{\pi }^*$$\end{document}$ fragment. Intuitively, we require that every input-output dependency can be ordered linearly, i.e., we are restricted to linear architectures without information forks (see Example [3](#FPar10){ref-type="sec"}).

### Definition 3 {#FPar25}
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This results in the following corollary. Since the universal quantifiers can be collapsed, the resulting problem is the realizability problem of QPTL in a linear architecture, which is decidable  \[[@CR17]\].

### Corollary 4 {#FPar26}
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*Remark on Complexities.* Our aim was to work out the largest possible fragments for which the realizability problem of HyperQPTL remains decidable. The three fragments for which we could prove decidability all subsume the logic QPTL, for which the realizability problem is known to be non-elementary (already its satisfiability problem is non-elementary  \[[@CR30]\]). Hence, realizability of the discussed HyperQPTL fragments has a non-elementary lower bound. Finding interesting fragments for which the problem has a more feasible complexity therefore remains an open challenge.Table 1.Experimental results for prompt arbiterInstanceBound on systemBound on $\documentclass[12pt]{minimal}
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Experiments {#Sec9}
===========

We have implemented a prototype tool that can solve the HyperQPTL realizability problem using the bounded synthesis approach  \[[@CR18]\]. More concretely, we extended the HyperLTL synthesis tool BoSy  \[[@CR7], [@CR9], [@CR12]\]. Bosy reduces the HyperLTL synthesis problem to a SMT constraint system which is then solved by $\documentclass[12pt]{minimal}
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                \begin{document}$$\textsc {z3}$$\end{document}$  \[[@CR8]\] (for more see  \[[@CR12]\]). We implemented the reduction of HyperQPTL synthesis to HyperLTL synthesis (Corollary [2](#FPar19){ref-type="sec"}) in BoSy, such that the tool can also handle HyperQPTL formulas. We evaluated the tool against a range of benchmarks sets, shown in Table [1](#Tab1){ref-type="table"}. The first column indicates the parameterized benchmark name. The second and third columns indicate the bounds given to the bounded synthesis procedure. The second column is the bound on the size of the system. The newest version of BoSy also bounds the size of the strategy for the existential player, this bound is given in column three. For a detailed explanation of how existential strategies are bounded in BoSy, we refer to  \[[@CR7]\].

We synthesized a range of resource arbiters. Our benchmark set is parametric in the number of clients that can request access to the shared resource (written arbiter-*k*-prompt where *k* is the number of clients in Table [1](#Tab1){ref-type="table"}). Unlike normal arbiters, we require the arbiter to fulfill promptness for some of the clients, i.e., requests must be answered within a bounded number of steps  \[[@CR33]\]. We state the promptness requirement in HyperQPTL by applying the *alternating-color technique* from  \[[@CR24]\]. Intuitively, the alternating-color technique works as follows: We quantify a *q*-sequence that "changes color\" between *q* and $\documentclass[12pt]{minimal}
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                \begin{document}$$\lnot q$$\end{document}$. Each change of color is used as a potential bound. Once a request occurs, the grant must be given withing two changes of color. Thus, the HyperQPTL formulation amounts to the following specifications, here exemplary for 2 clients, where we require promptness only for client 1. Formula [1](#Equ5){ref-type=""} states mutual exclusion. Formula [2](#Equ6){ref-type=""} states that client 2 must be served eventually (but not within a bounded number of steps). Formula [3](#Equ7){ref-type=""} states the promptness requirement for client 1. It quantifies an alternating *q*-sequence, which serves as a sequence of global bounds that must be respected on all traces $\documentclass[12pt]{minimal}
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                \begin{document}$$\pi $$\end{document}$. Then, if client 1 poses a request, the grant must be given within two changes of the value of *q*. Formula [4](#Equ8){ref-type=""} is only added in benchmarks named arbiter-*k*-full-prompt. It specifies that no spurious grants should be given.

BoSy successfully synthesizes prompt arbiter of up to 3 states. For a 4-state prompt arbiter BoSy did not return in reasonable time.

Conclusion {#Sec10}
==========

We studied the hyperlogic HyperQPTL, which combines the concepts of trace relations and $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regularity. We showed that HyperQPTL is very expressive, it can express properties like *promptness*, *bounded waiting for a grant*, *epistemic* properties, and, in particular, any $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-*regular* property. Those properties are not expressible in previously studied hyperlogics like HyperLTL. At the same time, we argued that the expressiveness of HyperQPTL is optimal in a sense that a more expressive logic for $\documentclass[12pt]{minimal}
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                \begin{document}$$\omega $$\end{document}$-regular hyperproperties would have an undecidable model checking problem. We furthermore studied the realizability problem of HyperQPTL. We showed that realizability is decidable for HyperQPTL fragments that contain properties like promptness. But still, in contrast to the satisfiability problem, propositional quantification does make the realizability problem of hyperlogics harder. More specifically, the HyperQPTL fragment of formulas with a universal-existential propositional quantifier alternation followed by a single trace quantifier is undecidable in general, even though the projection of the fragment to HyperLTL has a decidable realizability problem. Lastly, we implemented the bounded synthesis problem for HyperQPTL in the prototype tool BoSy. Using BoSy with HyperQPTL specifications, we have been able to synthesize several resource arbiters. The synthesis problem of non-linear-time hyperlogics is still open. For example, it is not yet known how to synthesize systems from specifications given in branching-time hyperlogics like HyperCTL$\documentclass[12pt]{minimal}
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